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CROSS REFERENCE: 0018-8689-40-1-179 
DISCLOSURE TEXT: 

Disclosed are methods to create pages on the World Wide Web which are publicly 
accessible but include portions that are not directly accessible. A visitor to the 
web site can thus be restricted to viewing the pages in certain orders. In 
particular, the methods eliminate the potential for viewing a subpage in unknown 
context, e.g., via a link from another web site or via a hotlist entry. The first 
method utilizes multiple directories. One or more directories contain files to which 
outside links are to be permitted ; for files in the remaining directories, no 
outside links are intended. Frequently, for example, every night a program scans 
through the no- outside -links directories and renames each file to some random set of 
characters . The program then scans each file in each directory, finding hypertext 
links and references to the former name of each file, and updating all such links 
and references to point to the new file name. The random file names are chosen to 
avoid duplication. The result is that all links from other sites and hotlist entries 
work if pointing to files in the first set of directories, but the only working 
links to files in the second set of directories will be those links from within the 
directories updated by the program. Pseudocode for the program used by the first 
method follows, showing the simple case where only two directories are involved. 
Directory LINKME includes all files intended to be linkable from anywhere on the 
web. Directory NOLINKME contains the files which are to be visible anywhere on the 
web but whose names will be periodically changed to prevent their inclusion in 
hotlists and external links. NEWNAMES = "■' OLDNAMES = " " For each file in NOLINKME 
Add the file name to the list OLDNAMES end NEWNAME = randomly chosen name For each 
file name in OLDNAMES Do while NEWNAME is included in NEWNAMES or OLDNAMES 

NEWNAME = randomly chosen name end Append NEWNAME to the list NEWNAMES end For each 
file in NOLINKME and each file in LINKME For 1 = 1 to the number of file names in 
OLDNAMES Replace all links pointing to the Ith file name in OLDNAMES with a link 
pointing to the Ith file name in NEWNAMES end end For 1 = 1 to the number of file 
names in OLDNAMES 

Rename file with the Ith name in OLDNAMES to the Ith name in NEWNAMES end A second 
method involves the use of a Computer Generated Imagery (CGI) script for each link 
that is intended to be permanently accessible from anywhere on the web. When a 
request arrives, the CGI script generates the file appropriate for that particular 
link. In addition, the CGI script checks to see if files exist for the local links 
within the file just served. If the files do not exist, the CGI script creates them 
and starts a countdown timer. If the files already exist, the CGI script resets the 
countdown timer. In either case, when the timer pops the files are deleted. The 
countdown period for the timer would be chosen to allow a reasonable time interval 
for reading the first file and requesting all the other files; typically, this would 
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be on the order of minutes or hours. A third method involves the use of a "REQ=" tag 
to indicate that the browser is required to be displaying a particular page before 
the desired page can be loaded. In this implementation a new tag, "REQ=" , is used in 
an Hypertext Markup Language (HTML) file to specify which Uniform Resource 
Locator (s) (URL(s)) are required before a page can be accessed. After requesting a 
page, the browser checks the currently displayed page's URL against the REQ= tag (s) 
in the requested page's HTML. If a match is found, the requested page is loaded. If 
no match is found but one or more REQ= tags exist, the browser will pop up a page 
informing the user that a page indicated by the REQ= tag (s) must be accessed before 
the requested page can be seen. On this page will also be links to the required 
pages. A fourth method is essentially the same as the third method except that in 
this case the server does the checking on the REQ= tag . In this case, the server 
checks the browser's current location by reading the REFERER_URL variable and 
compares it to the URLs specified by any REQ= tags in the requested HTML. If the 
REFERER_URL matches a required URL, the page is served normally. If the server 
doesn't find a match and one or more REQ= tags exist in the requested HTML, the 
server will present a page informing the user that another page must be accessed 
first and will give links to the required page or pages. 

SECURITY: Use, copying and distribution of this data is subject to, the restictions in the Agreement For 
IBM TDB Database and Related Computer Databases. Unpublished - all rights reserved under the Copyright 
Laws of the United States. Contains confidential commercial information of IBM exempt from FOIA 
disclosure per 5 U.S.C. 552(b) (4) and protected under the Trade Secrets Act, 18 U.S.C. 1905. 

COPYRIGHT STATEMENT: The text of this article is Copyrighted (c) IBM Corporation 1997. All rights 
reserved. 
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